
Quantum Key Distribution for Railway:
Evaluating Quantum-Secure TLS For Mobile Key Provisioning  

Sebastian Staib
16.06.2026

PROFESSOR Prof. Dr. Andreas Polze

CHAIR Operating Systems and Middleware

SUPERVISION Katja Assaf, Lukas Pirl

Midterm Presentation



16.06.2026 Quantum Key Distribution For Railway                         Sebastian Staib

Agenda

1 Motivation, Background And Objectives
Quantum Threat | QKD/PQC Directions | Scope Of This Work

2 Post-Quantum Secure TLS Alternatives And Measurement Framework
TLS Variant Comparison | Measurement Framework | Showcase And Results

3 Mobile QKD Key Provisioning
Key Filling Station Architecture | Android Proof of Concept

4 Integrated View And Outlook
   How Both Parts Connect | Future Measurements With Real QKD Hardware



16.06.2026 Quantum Key Distribution For Railway                         Sebastian Staib

Motivation, Background And Objectives
Quantum Threat | QKD/PQC Directions | Scope Of This Work 



16.06.2026 Quantum Key Distribution For Railway                         Sebastian Staib

Motivation

Rise Of Quantum Computers

Large-scale QC expected
Within planning horizons
For long-lived systems

Shor’s Algorithm

Factorization
Discrete logarithms
RSA, DH, ECDH at risk

Harvest Now, Decrypt 
Later

Record traffic today
Decrypt later
Start migration now

Goal: Integrate quantum-secure key material into communication paths

Long-lived railway systems need migration paths before large quantum computers become practical
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Two Approaches to Quantum-Secure Systems

Post‑Quantum Cryptography Quantum Key Distribution

● Software-oriented and based on hard 
mathematical problems

● Standards published by NIST in 2024:
○ ML-KEM, ML-DSA and SLH-DSA [1]

● Security assumptions include lattice-based and 
hash-based constructions

[1] https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards

[2] https://doi.org/https://doi.org/10.1016/j.tcs.2014.05.025

[3]  https://doi.org/10.1002/j.1538-7305.1949.tb00928.x

● Relies on physics and is hardware-oriented

● Encoding information in quantum states [2]

● Generates information-theoretically secure key 
material

● Can provide perfectly secure ciphertexts, e.g. 
One-Time-Pad [3]
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https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards
https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards
https://doi.org/https://doi.org/10.1016/j.tcs.2014.05.025
https://doi.org/10.1002/j.1538-7305.1949.tb00928.x
https://doi.org/https://doi.org/10.1016/j.tcs.2014.05.025
https://doi.org/10.1002/j.1538-7305.1949.tb00928.x
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Thesis Aim: Two Contribution Lines

TLS Variants And Measurement Framework KFS Concept And Android Proof Of Concept
Protocol Side Mobile Key-Provisioning

TLS Variant Comparison
Classical TLS, PSK, Hybrid, QKD-assisted and KEMTLS paths

TLS Measurement Framework
Reproducible comparison of TLS, PQ, and QKD-based 
session setups

Key Filling Station (KFS) Architecture
Secure-site QKD keys, train key reservoir and RBC-side TLS 
peer with matching QKD keys

Android KFS Proof Of Concept
Pixel client models the mobile endpoint and establishes 
TLS 1.3 PSK using provisioned key material

+

Combined Thesis Contribution:

The thesis connects TLS migration evidence with mobile QKD-key provisioning.
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Post-Quantum Secure TLS Alternatives And Measurement 
Framework
TLS Variant Comparison | Measurement Framework | Showcase And Results
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Why Compare TLS Variants?

QKD Gives Keys, 
but…

Symmetric key material
Not a complete channel

TLS Gives Channel

Authentication
Key Schedule
Protected Traffic

Different Integration 
points

Key Exchange
PSK Path
Authentication
KME Access

Comparable Criteria

Key schedule
Interoperability
Mobile Use-Case Fit

QKD gives key material, but the protected channel still needs protocol integration.

8



16.06.2026 Quantum Key Distribution For Railway                         Sebastian Staib

TLS Variants Reviewed in This Thesis 

The variants are grouped by baseline role, post-quantum direction and QKD-assisted key use.

Baselines
Reference Points

TLS 1.3 cert

TLS 1.3 PSK

PQC / Hybrid
Quantum-Resistant TLS Paths

Hybrid TLS

KEMTLS

QKD-Assisted Paths
Pre-Provisioned Or KME-Backed Key 
Use

QKD-PSK Importer

QKD-KEM

TLS-QKD
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TLS Variant Hook-In Points 

Simplified from Chapter 4: one TLS 1.3 orientation layer, separate adaptation points.

ClientHello
key_share | pre_shared_key

ServerHello
selected group | shared secret

EncryptedExtensions
extensions | optional challenges

Certificate path
certificate | CertificateVerify

Finished + Application Data
traffic keys | protected payload

Hybrid TLS
hybrid key_share
X25519 + ML-KEM
Certificate Auth

QKD-PSK Importer
external PSK path
PSK importer
Cert + PSK auth

QKD-KEM
Provider-backed KEM group
PQC + QKD key material
Simulated ETSI-014 backend

TLS-QKD
KME-backed QKD key
Hello Extensions
ChallengeAck proof

KEMTLS
online signature replaced by 
KEM-based authentication

Separate variant paths: key_share / PSK schedule / KME extensions / authentication

The colors show hook-in points, not one combined TLS handshake.
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Why a Shared Measurement Framework? 

A qualitative TLS comparison is not enough for implementation behavior.

Problem

Different hardware
Different libraries
Different assumptions
Different workloads

Framework idea

Same tiny workload
Fresh setup
Controlled conditions
Normalized exports

Result view

Timing
Setup cost
Total time
Bytes on wire

Framework is located at: https://gitlab.com/squirrl-project/tls-measurement-framework

Goal: Repeatable evidence for selected session-establishment paths. 
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TLS Measurement Framework Showcase

VIDEO PLACEHOLDER
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https://docs.google.com/file/d/1j22xa2yc9_bQHk9DH8N6XTxgfkb85CRy/preview
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Clean Condition: Cost and Wire Footprint

Variant TLS norm. p50 Setup p50 End-to-end p50
Wire Bytes per Handshake p50 / 

vs Cert

TLS 1.3 Cert 1.53 ms / 1.00x - 2.02 ms / 1.00x 2,790 B / 1.00x

TLS 1.3 PSK 0.93 ms / 0.61x 0.04 ms 4.20 ms / 2.08x 1,701 B / 0.61x

Hybrid TLS 1.65 ms / 1.08x - 2.17 ms / 1.08x 5,064 B / 1.82x

QKD-PSK Importer 3.91 ms / 2.55x 0.05 ms 4.73 ms / 2.34x 3,335 B / 1.20x

TLS-QKD 2.56 ms / 1.67x 149.81 ms 153.48 ms / 75.91x 2,371.5 B / 0.85x

QKD-KEM 8.60 ms / 5.61x 200.46 ms 209.88 ms / 103.80x 5,223 B / 1.87x

KEMTLS 0.64 ms / 0.42x - 1.36 ms / 0.67x 11,717 B / 4.20x

Each comparable cell shows absolute value / factor. Timing and wire factors are relative to TLS 1.3 Cert. Setup is shown as absolute dependency cost because setup scopes differ across 
variants.
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Delay/Jitter: Operational Impact 

Injected Network Conditions:  +20 ms delay, 5ms jitter  

Variant TLS norm. p50 Setup p50 End-to-end p50 End-to-end p95

TLS 1.3 Cert 50.19 ms / 1.00x - 172.55 ms / 1.00x 198.79 ms / 1.00x

TLS 1.3 PSK 41.32 ms / 0.82x 0.04 ms 168.33 ms / 0.98x 189.32 ms / 0.95x

Hybrid TLS 47.15 ms / 0.94x - 170.93 ms / 0.99x 193.31 ms / 0.97x

QKD-PSK Importer 53.76 ms / 1.07x 0.04 ms 176.42 ms / 1.02x 206.55 ms / 1.04x

TLS-QKD 110.00 ms / 2.19x 483.65 ms 716.24 ms / 4.15x 880.87 ms / 4.43x

QKD-KEM 49.03 ms / 0.98x 200.34 ms 372.94 ms / 2.16x 396.26 ms / 1.99x

KEMTLS 47.47 ms / 0.95x - 174.84 ms / 1.01x 198.77 ms / 1.00x

Each comparable timing cell shows absolute value / factor relative to TLS 1.3 Cert under the same delay/jitter condition. Wire-footprint values are not used as a main claim under impairment.
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Mobile QKD Key Provisioning
Key Filling Station Architecture | Android Proof of Concept
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Key Filling Station Architecture 

No QKD optics on the train: the train consumes provisioned key material.

Key Filling Station

QKD module A + key service
key_id -> key records

Train / Charlie

onboard key reservoir
TLS client

RBC-side / Bob

QKD module B + key store
TLS server

1. key capsules

0. QKD

2 TLS over IP-capable bearer

Presentation version of the Chapter 5 KFS target state.
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Android KFS PoC - Role Mapping 

Alice / KFS host

local provisioning prototype
serves key capsules

Charlie / Pixel phone

mobile train endpoint
TLS client

Bob / RBC backend

fixed server
matching key record

key capsule fetch TLS 1.3 PSK

key_id = PSK identity / lookup metadata     |     key bytes = external PSK secret

17
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Android KFS PoC - Showcase 

VIDEO PLACEHOLDER
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https://docs.google.com/file/d/1I1q4vdNEyo5z2C6iGR8Q3YfvRpmYCIOs/preview
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Integrated View And Outlook
How Both Parts Connect | Future Measurements With Real QKD Hardware 
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Integrated View: How Both Artefacts Fit Together

TLS Measurement Framework

compares session-establishment paths
under one run contract

Android KFS PoC

validates mobile key consumption
on a real Pixel phone

future evaluation path

Bridge

measure the prototype path and compare it with the framework variants

Current status: connected conceptually, not yet a production railway QKDN.
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● TLS Variant Comparison helped to select PoC-Design for KFS

● The TLS Measurement Framework makes different quantum-secure TLS paths comparable.

● The KFS Architecture maps QKD-derived keys to a mobile train endpoint without QKD optics on the 

train.

● The Android PoC validates mobile TLS 1.3 PSK key consumption on a real device.

Summary and Outlook

Feed real QKD-derived key material into the mobile Android prototype and measure with framework

Next Step

21
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Backup: Recent QKD Developments

[11]

[12]

[13]

[11] https://digital-strategy.ec.europa.eu/en/policies/european-quantum-communication-infrastructure-euroqci

[12] https://www.ses.com/newsroom/eagle-1-advancing-europes-leadership-quantum-communications

[13] http://english.scio.gov.cn/chinavoices/2025-03/21/content_117778711.html
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QKD still needs authentication and key management around the physical link.

QKD Architecture

[4] based on Fig 1 in https://doi.org/10.1103/RevModPhys.81.1301

Alice Bob

Quantum channel

Classical channel

Fig 1. QKD setting.  Alice and Bob are connected through a quantum channel and a classical channel [4]

https://doi.org/10.1103/RevModPhys.81.1301
https://doi.org/10.1103/RevModPhys.81.1301
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● Hybrid TLS changes the TLS key_share by combining X25519 with ML-KEM, while keeping 
certificate-based server authentication.

● QKD-PSK Importer uses the pre_shared_key path instead of key_share. The key material is locally 
available, so the measurement focuses on the importer path.

● TLS-QKD retrieves QKD key material through the KME side, adds QKD metadata in Hello extensions and 
uses ChallengeAck to prove shared key possession.

● KEMTLS replaces the online CertificateVerify signature with KEM-based implicit authentication, while 
certificates still bind the authentication material.

● QKD-KEM also works at the key-exchange layer. For TLS, it appears as a separate KEM group through an 
OpenSSL provider and combines PQC with simulated QKD key material.

Backup: TLS Variants Overview
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● Measurement flow: Local measurement campaigns with validation and CSV export generation

● Harness: Fresh TCP connection, fresh TLS/TLS-like setup and one fixed protected PING/PONG exchange 

per run

● Variants: TLS Cert, TLS PSK, Hybrid TLS, QKD-PSK Importer, TLS-QKD, QKD-KEM and KEMTLS

● Network conditions: Clean baseline and 20 ms delay / 5 ms jitter using Linux tc netem

● Capture: Client timing split, setup/dependency cost, success status and per- run pcap traces

● Trace analysis: Packet count, wire bytes, selected TCP stream, TLS record/ handshake bytes, ClientHello 

and server-flight size

● Scope: Session-establishment comparison between local protocol paths, not application throughput or 

production deployment

● Capture: Timing split, setup/dependency cost, success status, pcap traces, packet count, wire bytes, 

selected TCP stream and TLS handshake-size fields

Backup: TLS Measurement Framework - Implementation
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Backup: TLS Measurement Framework - Architecture 

script

run_framework.sh

adapter

variant lifecycle

Docker

isolated topology

probe

client timing

exports

CSV + traces

Layer Own framework work External mechanisms

Harness Bash/Python orchestration -

Variant path wrappers, adapters, fixtures OpenSSL, wolfSSL, QURSA, rustls-QKD, KEMTLS

Analysis capture parsing, validation, exports -
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Backup: What the Results Separate 

TLS normalized

TLS-near setup cost
after separating known setup work

Setup / dependency

local PSK setup
QKD API work
KME key acquisition

End-to-end

system view until
first protected payload

Wire

bytes and packets
when traces are valid

Clean: baseline cost + wire footprint Delay/jitter: robustness + tail latency

A single timing metric is misleading for QKD-related variants.
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Backup: TLS Variant Overview: Key Source and Hook-In Point 

Variant Key material / security idea TLS integration point Measured implementation path

TLS 1.3 cert ECDHE + cert reference handshake OpenSSL

TLS 1.3 PSK external PSK pre_shared_key path OpenSSL

Hybrid TLS PQC + classical key_share OpenSSL 3.5.6

QKD-PSK Importer local PSK fixture external PSK importer wolfSSL

QKD-KEM simulated QKD + PQ provider group QURSA/OpenSSL

TLS-QKD fixture-backed KME KME path + extensions rustls-QKD

KEMTLS KEM certificates authentication path upstream KEMTLS

Message: Variants are structurally different, so the framework normalizes the workload around them.
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Backup: TLS Measurement Framework 

A reproducible harness for comparing TLS session-establishment paths.

What it is

Docker-based harness
seven TLS paths
one shared run contract

Why it exists

different libraries
different assumptions
one comparable setup

What it does

fresh TCP connection
fresh TLS setup
protected PING/PONG

What it exports

timing metrics
setup/dependency cost
packet + CSV artifacts

Key message: controlled local measurements, not a production benchmark.
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Backup: TLS Measurement Framework - Procedure

1

Fresh TCP

one connection

2

Fresh setup

TLS or TLS-like

3

Protected App Data

PING / PONG

4

Capture

timing + packets

5

Export

normalized CSVs

Default Comparison: No session resumption | No 0-RTT | Fixed protected exchange
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Backup: TLS Post-Quantum Secure Variants - Comparison Table

11.11.2025 Quantum Key Distribution for Railway 32
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Backup: Clean Protocol-Size Snapshot

Variant Wire bytes TLS hs. bytes Packets Valid runs

TLS 1.3 cert 2790 B 1534 B 15 100/100

TLS 1.3 PSK 1701 B 491 B 15 100/100

Hybrid TLS 5064 B 3808 B 15 100/100

QKD-PSK Importer 3335 B 1563 B 23 100/100

TLS-QKD 2372 B 1015 B 16 100/100

QKD-KEM 5223 B 3769 B 18 100/100

KEMTLS 11717 B 9435 B 18 100/100
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Backup: PSK-Focused View: KFS-Relevant Comparison 

Both paths rely on pre-provisioned key material.

Metric TLS 1.3 PSK QKD-PSK Importer Ratio

TLS norm. p50 0.93 ms 3.91 ms 4.21x

Setup p50 0.04 ms 0.05 ms 1.18x

End-to-end p50 4.20 ms 4.73 ms 1.13x

Wire bytes p50 1701 B 3335 B 1.96x

Interpretation

local setup is small
visible TLS cost delta
wire footprint grows
KFS-relevant baseline

Use current validated exports only; do not generalize to all PSK implementations.
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Clean Condition: Full Trace and Handshake Footprint
Detailed p50 view from 100 clean runs. Timing and byte factors are relative to TLS 1.3 Cert.

Variant TLS / Cipher / Group Auth
TLS Norm

p50
Setup

p50
E2E
p50

HS
bytes

Record
bytes

Wire
bytes

IP
bytes

Pkts CH / SH / EE Cert / CV / Fin
Srv

Flight

TLS 1.3 Cert
TLSv1.3

TLS_AES_256_GCM_SHA384
x25519

cert
1.53 ms

1.00x
-

2.02 ms
1.00x

1 534 B
1.00x

1 731 B
2 790 B
1.00x

2 580 B
1.00x

15
205
118

2

853
260
96

1 329 B

TLS 1.3 PSK
TLSv1.3

TLS_AES_256_GCM_SHA384
x25519

psk
0.93 ms

0.61x
0.04 ms

4.20 ms
2.08x

491 B
0.32x

646 B
1 701 B
0.61x

1 491 B
0.58x

15
269
124

2

0
0

96
222 B

Hybrid TLS
TLSv1.3

TLS_AES_256_GCM_SHA384
X25519MLKEM768

cert
1.65 ms

1.08x
-

2.17 ms
1.08x

3 808 B
2.48x

4 005 B
5 064 B
1.82x

4 854 B
1.88x

15
1391
1206

2

853
260
96

2 417 B

QKD-PSK Importer
TLSv1.3

TLS13-AES256-GCM-SHA384
X25519

cert+ext PSK
3.91 ms

2.55x
0.05 ms

4.73 ms
2.34x

1 563 B
1.02x

1 758 B
3 335 B
1.20x

3 013 B
1.17x

23
248
96
2

861
260
96

1 315 B

TLS-QKD
TLSv1_3

TLS13_AES_256_GCM_SHA384
-

tls_qkd
2.56 ms

1.67x
149.81 ms

153.48 ms
75.91x

1 015 B
0.66x

1 107 B
2 372 B
0.85x

2 148 B
0.83x

16
278
203

6

405
75
48

737 B

QKD-KEM
TLSv1.3

TLS_AES_256_GCM_SHA384
qkd_kyber768

cert+QKD-KEM
8.60 ms

5.61x
200.46 ms

209.88 ms
103.80x

3 769 B
2.46x

3 966 B
5 223 B
1.87x

4 971 B
1.93x

18
1369
1190

2

852
260
96

2 400 B

KEMTLS
TLSv1.3

TLS13_AES_256_GCM_SHA384
Kyber512

kemtls
0.64 ms

0.42x
-

1.36 ms
0.67x

9 435 B
6.15x

10 458 B
11 717 B

4.20x
11 465 B

4.44x
18

1224
854

6

7351
0
0

8 211 B

Legend: HS = decoded TLS handshake bytes. Wire = selected TCP stream frame bytes. CH/SH/EE = ClientHello / ServerHello / EncryptedExtensions. CV = CertificateVerify.
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Backup: KFS Lifecycle: Fuel, Roam, Refill 

Fuel

KFS provisions capsules
and matching Bob records

Roam

Charlie selects capsule
TLS consumes PSK material

Refill

used or expired records
handled at secure site

Scope boundary
The PoC validates key loading, local cache behavior and TLS use. Full lifecycle enforcement remains future work.
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● Alice/KFS: Local HTTP provisioning prototype (serves normalized key capsules)

● Bob/RBC: TLS 1.3 external-PSK server; matches key_id, sends
PROTECTED_PAYLOAD_OK

● Charlie: Pixel 2 / Android 11 key-consuming endpoint, not a QKD node

● Kotlin: UI, Bob/RBC settings, capsule fetch and app-private key capsule cache

● Java Native Interface (JNI): Passes key_id and 32 byes / 256-bit PSK from Kotlin to native C

● Native OpenSSL: TLS 1.3 PSK-only handshake, no certificate authentication

● Scope: Validates mobile key consumption and TLS PSK use, not production KFS security

● Boundary: Local demo provisioning and prototype cache

Backup: KFS Android PoC - Implementation 
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Backup: Standards and Role Terms

Reference Role in this thesis

TLS 1.3 / RFC 8446 baseline protected channel and PSK reference

ETSI GS QKD 014 SAE-to-KME key delivery API inspiration

ITU-T QKDN vocabulary role terminology for architecture discussion

KFS mapping secure site supplies key material, train consumes capsules, RBC looks up records
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Backup: Validation and Scope Boundaries

QKD-related paths are simulated or fixture-backed in the inspected repositories.

Test certificates, PSK files and key capsules are prototype fixtures.

External mechanisms are reused implementations, not new cryptographic designs.

Timing results describe local implementation paths, not universal protocol overhead.

Android PoC validates core TLS 1.3 PSK key consumption, not full lifecycle policy.

No live optical QKD hardware measurement is claimed in the current snapshot.
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[16]

TLS Post-Quantum Approaches (2)

Hybrid

PQ

TLS

QKD

11.11.2025 Quantum Key Distribution for Railway

[16] https://doi.org/10.48550/arXiv.2506.19409
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“Classical” TLS vs. TLS-QKD

29.09.2025 Quantum Key Distribution for Railway
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TLS Post-Quantum Approaches (3)

Hybrid

PQ

TLS

QKD

[17]
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[17] https://doi.org/10.1145/3372297.3423350
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TLS Post-Quantum Approaches (4)

Hybrid

TLS

[18]

QKD
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[18] https://doi.org/10.48550/arXiv.2503.07196

PQ
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